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Abstract

The laboratory sites collaborating on the Particle Physics Data Grid (PPDG) must develop, integrate and deploy interfaces to their site  authentication and authorization ( sometimes called security) infrastructure to allow use of the Grid middleware being proposed for use by the experiments collaborating on PPDG itself.  The work plan for this proposal provides for short term resources to  work on these issues for the benefit of the experiments (Virtual Organizations (VO)) using the laboratories’ computing facilities. It includes a commitment for the participating sites to work closely with the relevant SciDAC middleware projects to provide input and feedback of the requirements of such sites for the Authentication, Authorization, and eventually Accounting services from deployed data grids of their experiments.

Background and Significance

The Particle Physics Data Grid project is working with other SciDAC projects,  e.g. the DOE Science Grid,  Security and Policy for Group  Collaboration etc., on the development and deployment of the Authentication, Authorization and Accounting (AAA) infrastructure for the mission of PPDG to deploy Experiment end-to-end applications. PPDG’s focus program of work  includes deployment and support of these applications at the participating experiments Tier 1 or Tier A regional data storage and data access  centers.  While PPDG’s statement of work implies that authentication and authorization over the data grid and the interfaces between this and the existing site security infrastructures must exist or be developed, none of the seven areas of focus of the project provide for effort to address this need. 

During the course of the PPDG work last year it became clear that authentication, and group and use authorization infrastructures must be usable and deployed in production. PPDG has worked closely with the DOE Science Grid SciDAC Project to provide requirements, help detail policies and procedures and  provide the necessary contacts with the experiment Virtual Organizations and European Grid Projects through the PPDG Steering Committee. PPDG is continuing its efforts  to immediately test,  use, and provide feedback on, the use of the DOESG Certificate Authority as it becomes available. At the collaboration meeting in February PPDG will plan work to evaluate and test authorization middleware – the EDG LDAP VO servers, Globus Community Authorization Service, etc. 

To quote from the Data Grid Reference Architecture Document: (DGRA): ”Data Grid requirements for authentication and authorization include:

· Secure, bilateral authentication of users and resources: i.e., mechanisms that allow two entities (e.g., user+service, user+resource, service+resource) to verify each other’s identity.

· Confidentiality of data transferred.

· Access control (authorization) expressible by resource, code, and data owners.  This corresponds to enforcement of local policy.  Examples of such local policy may be file-system and CPU usage quotas, usage priorities, ACLs, etc.”

The Site Grid Authentication and Authorization Deployment  proposal will allow for the  extension of  this work to interface and integrate the existing and emerging grid Authentication  and Authorization infrastructures to  Site policies and infrastructures. It is expected that this includes an extension of the concept of local policy to include expression of access control (authorization) at a site level as a tier above the individual resource, code or data owners.  

The effort at the sites to do this is not covered by any current funding of PPDG. For the typically small existing site security teams it  represents a significant increase in their ongoing responsibilities, in an era where their responsibilities have already grown significantly to respond to the increased attention from intruders and oversight groups to the issues of authorized access to computing facilities. This proposal will provide effort to allow the teams at the key PPDG experiment regional centers to participate, at an opportune point in the emergence of data grids,  in the essential development, integration and deployment of interfaces between their Site infrastructures and  Grid authentication (certificates from the DOE Science Grid, European Data Grid etc.) and authorization (the Globus Community Authorization Service about to be released in beta, the EDG LDAP  Virtual Organization  service, etc.) 

Work Plan

The project will 

· Analyze and Document the site services needed by  experiments through each site’s data grid systems, and the requirements for interfacing the site infrastructure to  the grid authentication and authorization middleware. PPDG will document experiment (VO) use cases for their applications as input to the site security teams. (part of PPDG CS-7 project activity)

· Work with the PPDG teams to  develop the necessary policy and procedure documents within the Virtual Organizations for the use of site resources from the data grids.  

· Extend the site policy and software infrastructure to interface with grid authentication and authorization services. This will include developing interface software to support limiting site resource use by community and/or user, provision of levels of authorization based on site and Virtual Organization policies. Most of the participating sites authorization is based on AFS/Kerberos authorization. Necessary  interfaces between this and the grid infrastructure will need to be understood.

· Participate actively in detailed review and ongoing  feedback to the Grid middleware developers on their needs and findings.

Each  site  will additionally construct and operate test systems, as needed, to interface and gateway between their site security (authentication, authorization and accounting) infrastructures and those  being developed and deployed by their PPDG experiments.   
Budget Request 

Based on experience of site security infrastructure teams and the European Data Grid TestBed 1 deployment working group (WP6) the effort required to bring certificate based authentication and authorization to production use in High Energy and Nuclear Physics Experiments data grids is more than a few FTEs. This proposal requests funding for effort only. The participants have identified  knowledgable staff  for the project once funding  is available to backfill their current responsibilities or extend their current contracts. The test systems will be contributed by the site facilities.

Management 

The management of the work will be integrated with and aligned with the current activities of PPDG. The two PPDG experiment coordinators are participants in this proposal. One of the members of the proposal is a member of the DOE Science Grid SciDAC project. Through PPDG there will be good coordination and interaction with the Globus Community Authorization Service project and EDG security infrastructure development.  PPDG is jointly working with the GriPhyN project on the iVDGL – international Virtual Data Grid Laboratory –   project. US-iVDGL provides  effort at Experiment Tier 2 sites for the deployment and support of grid middleware.  Our proposal provides an essential ingredient to complete the picture for the production use of grid middleware technology by these experiments. 
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